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Abstract 
This paper proposes a methodology for designing decision support systems for 
visualising and mitigating the Internet of Things cyber risks. Digital technologies 
present new cyber risk in the supply chain which are often not visible to 
companies participating in the supply chains. This study investigates how the 
Internet of Things cyber risks can be visualised and mitigated in the process of 
designing business and supply chain strategies. The emerging DSS methodology 
present new findings on how digital technologies affect business and supply 
chain systems. Through epistemological analysis, the article derives with a 
decision support system for visualising supply chain cyber risk from Internet of 
Things digital technologies. Such methods do not exist at present and this 
represents the first attempt to devise a decision support system that would enable 
practitioners to develop a step by step process for visualising, assessing and 
mitigating the emerging cyber risk from IoT technologies on shared infrastructure 
in legacy supply chain systems.  
Keywords: internet-of-things; cyber risk; supply chain systems; digital 
technologies; decision support systems. 
Subject classification codes: supply chain risk management; keywords; control; 
decision support systems; decision theory; decomposition; industry 4.0; supply 
chain design; supply chain dynamics; supply chain management; supply chain 
engineering 
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1 Introduction 
There are many papers on the topic of information technology cybersecurity. But there 
are very few that contribute to the methodological design process for mitigating the 
cyber-risks in the supply chains, emerging from new technologies, such as the Internet 
of Things (IoT). The risk assessment topic is not well covered in literature but very 
relevant as supply chains are adopting advanced IoT solutions to improve operations 
technology. IoT solutions however, are bound to alter the system's attack surface and 
introduce new threats which, undoubtedly, have to be considered when developing 
robust supply chain solutions. The supply chains expose new types of cyber risk from 
shared infrastructure. The impact of IoT technologies on supply chain cyber risk has 
rarely been discussed in academic literature. The visibility of cyber risk is especially 
neglected in the context of IoT digital technology and digital capabilities in small and 
medium enterprises (SME’s) supply chains. The integration of IoT digital technology in 
supply chains require standardisation reference architecture for managing complexities 
and resources efficiently [1]–[4]. But the existing digital architectures [5]–[7], lack 
clarification on individual levels of the strategic, functional and operational challenges 
from IoT digital technologies.  
Related literature reports on individual levels and aspects of digital entrepreneurial 
ecosystems [8], or digital transformation by SME entrepreneurs [9]. Existing literature 
also addresses the obstacles in technical and management perceptions of enterprise 
information systems [10], and the business–IT fit in e-procurement systems [11]. 
However, a quarter of SME’s in the UK do not even possess basic digital skills [12]. 
The digital problems SME’s face are mainly caused by the barriers imposed to adoption 
of smart manufacturing technologies, e.g. cost of computing power, cost of 
implementation or analysis software [13]. This article investigates if the effect of such 
barriers could be offset by integrating IoT digital technology, while simultaneously 
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increasing the visibility of supply chain cyber risk.  
The digital supply chains create many opportunities [14], large resource savings [13], 
creates value opportunities [4], [7], [15]–[18], provides flexibility in businesses 
processes [19], and enable economies of scale [17]. But the digital supply chains 
requires integration of IoT theories and cyber physical systems (CPS) [20] and existing 
research is predominated with a separation between earlier supply chain models and the 
emergence of IoT and CPS. Very little research (if any) has been conducted on the topic 
of the required digital capabilities for SME’s in supply chains and the visibility of IoT 
cyber risk. Such literature rather represents a juxtaposition of supply chain models and 
studies on IoT digital technologies.  
This juxtaposition can be demystified by building a DSS methodology, categorising 
literature to synthesise knowledge from existing business and supply chain models. 
Such methodology could derive with insights into the shortcomings of the methods 
present in industry and literature and relating the findings to studies on IoT digital 
technology.  
Epistemological analysis derives with insights from existing literature, but to apply that 
knowledge in practice, a DSS methodology represents a more precise method for 
providing guidance. Such method provide clarity in blurred subjects, such as visualising 
supply chain cyber risk from IoT digital technology. Blurred subjects are frequently 
researched with more flexible methods, such as case study research in combination with 
grounded theory methodology. This research approach enables pursuing a mutually 
exclusive viewpoint on a composition of IoT enabled supply chains and the visibility of 
cyber risk. 
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1.1 Motivation and Methodology 
The motivation for this article comes from the increased sense that IoT technology 
creates new types of supply chain cyber risks that are not always visible to the cyber 
security experts. The cyber risk from IoT technology is also changing how supply chain 
operations are structured. The lack of supply chain cyber risk visibility emerging from 
IoT technologies would specifically affect the small and medium sized companies 
(SMEs), because they lack the expertise, know-how, experiences and technological 
recourses of large enterprises. This represents the motivation for building a decision 
support system with a step-by-step roadmap and hands-on recommendations, targeted 
specifically for SME’s practitioners. Despite the wealth of literature on the topic of IT 
cybersecurity, there is no existing methodology for visualising and mitigating the digital 
supply chain cyber risks, emerging from new IoT systems.  
2 The methodology   
The research methods applied to build the decision support system include literature 
review, case study and grounded theory. Grounded theory is combined with an 
industrial case study research for developing the new methodology. The research 
methodology adopted is qualitative and explorative in nature using primary and 
secondary data resources. The data is synthesised using the grounded theory approach 
[21], using qualitative primary and secondary resources and categorising emergent 
concepts into themes. Academic literature is consulted intensively to discuss the 
business and supply chain integration with IoT technologies. The constructivist 
grounded theory is applied as the methodological approach to build DSS methodology 
from the literature review  [22]. The constructivist grounded theory and the DSS 
methodology are supported with a case study research [23], [24]. The industrial case 
study is designed to build and verify a decision support system (DSS). Designing cases 
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studies [25], with the ethnographic and discourse approaches to technology use and 
technology development are invaluable to the construction of scientific theory [26].  
The diversity of the industrial case study participants represented in the sample 
population, is analysed with reference to the ‘Industry Classification Benchmark’ [27], 
to determine the industry representativeness and to eliminate industry bias.  
The process of ensuring validity of the findings, applied qualitative research techniques 
[24], [28], [29]. Open and categorical coding is applied to analyse and categorise the 
qualitative data. This represents a time-tested complimenting method for grounded 
theory [30]. Open coding provides a reliable representation of the data collected, while 
categorical coding subsequently recognises the profounder concepts in the data [31]. 
Discourse analysis is applied to evaluate and interpret the connotation behind the 
explicitly stated approaches [24], along with tables of evidence [23] and conceptual 
diagrams [32] to present graphical analysis.  
3 Literature Review and Constructivist Grounded Theory Methodology 
In the literature reviewed, there is no clear-cut nor mutually exclusive viewpoint on IoT 
enabled supply chains and the visibility of cyber risk [33]–[46]. We rather have a 
juxtaposition of supply chain models and IoT digital technologies. Represented as two 
research areas being placed close together with contrasting effect. The literature review 
uses the constructivist grounded theory methodology to build epistemological analysis 
to present a composition of the related studies and models.  
From a technical point of view, the review does not address the related areas of vertical 
and horizontal integration, smart supply chains, and supply chain visibility because that 
would represent too many topics and lead to a lack of focus. Instead, the review presents 
epistemological analysis from the up-to-date academic literature. The methodology 
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categorises the best practices, design principles, common approaches, and standards 
affecting business and supply chains. The methodology identifies concepts related to the 
digital capabilities in SME’s, focusing on the supply chains in relation to IoT 
technologies. In the literature review, reflexivity is pursued as a key element in ensuring 
various reflexive strategies are presented in the DSS methodology [22]. The synthesised 
findings are explicitly explored and acknowledged to create visibility of supply chain 
cyber risk from IoT technologies, while considering the digital capabilities of SME’s. 
4 Building DSS methodology from the established business and supply 
chain models 
Business and supply chain integration requires consensus on objectives [47]–[49], 
identification of the best level of integration [50], confirming organisational 
compatibility [51], willingness to integrate operations [50], [52]–[56] and focus on 
improved collective performance [57]–[60].  
The focus of business strategies in on supply chain integration [50], [53], [61], [62], but 
complexities remain in prioritising collective as opposed to individual performance 
improvement. Addressing individual integration obstacles should be a priority [63], and 
strategies should follow the supply chain collective factors [64]. But such processes 
commonly apply limited measurements [65]. Holistic design would enable visualising 
how different types of integration, creates different effect [66]. Basic holistic design is 
represented in Figure 1, building on the notion that supply chain design is a dynamic 
concept [64] and interdependencies are related in an individual context [67], [68], where 
the supply chain structural elements are based on a business model [69] as multi-level 
strategic themes, representing a structured system [70]. Thus, a hierarchical method can 
be applied for network design [71] and for deconstructing supply chains in hierarchical 
trees [49] to create supply chain design decompositions [70]. The business and supply 
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chain strategies must separate between the nominal and executed strategy [43], [44], 
[60], [72]–[78].  
The synthesised knowledge from the reviewed models derives with the initial design of 
an epistemological framework in Figure 1. 
 
Figure 1: DSS framework derived from synthesised findings found in the literature on 
business and supply chain models  
The epistemological framework in Figure 1 differentiates from previous models as it 
enables investigating the supply chain actual capabilities which are analysed through the 
operational activities [79], and not through the desired strategies. The epistemological 
framework represents a generic design and does not represent specific supply chain 
objectives. Instead, it presents the scaffolding for the required operational activities. The 
scaffolding enables the design process to populate the categories and themes with cyber 
activities, related to IoT technologies, and to compare these activities with the digital 
capabilities in SME’s supply chains. 
Prior to populating the scaffolding, the DSS methodology needs to consider how these 
categories are related and how the new concepts can be integrated in the generic design 
process. This required advancing the methodology with models on business and supply 
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chain integration. Supply chain integration design represent a multi-structural 
decentralised system with active independent elements [80]. Hence, the complexities of 
integrating the themes, can be analysed by applying engineering systems principles 
[81]. The integration of the categories can be related by applying qualitative research 
methodologies in combination with engineering design techniques [82], [83]. This 
integration approach follows the recommendation for presenting graphical analysis [32] 
and is graphically presented in Figure 2. The synthesised findings from existing models 
in the DSS methodology, present the design foundations for integrating the required 
digital capabilities for SME’s supply chains. 
 
Figure 2: Integration design for the DSS methodology  
The integration design in Figure 2, consists of decision that affects the fit between 
capabilities and strategic objectives, in any given supply chain. Therefore, the DSS 
methodology can be applied to large enterprises and to SME’s. Such generic design 
enables the process of extracting and converting the tacit know how and expertise from 
large enterprises, into explicit step by step design decomposition model for SME’s. This 
step by step design decomposition approach enables the cyber risk visibility through 
uncovering of the factors driving adoption of IoT technologies in supply chain design. 
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The design decomposition enables similar and distinct digital capabilities to be 
identified along with the technological factors driving the supply chain design [64]. 
4.1 Building Upon the Epistemological Analysis with Literature on I4.0 
The DSS methodology represents a deliberate generic approach, deriving with a 
scaffolding emerging from synthesised literature on business and supply chain models. 
For the epistemological analysis to evolve into a DSS methodology, the analysis needs 
to advance and relate with emerging concepts on information technology on enterprises 
performance. The impact of information technology on enterprises performance has 
been related to a flexible production function approach [84]. In addition, the digital 
product innovation has been investigated within classes of innovation networks [85]. 
Business and supply chain models need to embrace the opportunities from IoT 
technologies [2], [86], [87], and real-time enabled IoT platforms [20], [88]–[90] should 
represent the foundation for supply chain models [2]. The IoT technology is not a new 
thing, it started with the development of CPS [7], [91]–[94] integrating the real and 
virtual worlds together [95], [96], promoting IoT automation [86], [97], [98], with real-
time enabled CPS platforms [2], [20], [88], [89], [95], [99] integration in the IoT [2], 
[93], [100]. But the real impact of IoT technologies remains to be determined [20], 
[101].  
There are many business opportunities in networking the supply chains with the digital 
economy [14]. Smart manufacturing would create large savings [13], and enable 
economies of scale [17]. Smart technologies enable meeting individual customer 
requirements and creates value opportunities [4], [7], [15]–[18], increasing resource 
productivity, and providing flexibility in business processes [19], but requires 
integration of IoT theories, control of physical systems, and the interaction between 
humans and IoT [20].  
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There is also an inherent risk as the cyber risk is constantly changing [102], and 
estimated loss of range variously [102]–[105] and many SME’s lack of understanding 
about online security threats [12]. In addition, there is an inconsistency in measuring 
cyber risk [106]. The supply chain accumulated risk needs to be quantified [106], 
including intellectual property of digital information [105] and the impact of media 
coverage [103]. Literature calculates the impact on organisations stand-alone risk, 
ignoring the cascading impacts of sharing infrastructure [102]. Shared risk in 
infrastructure [105], [107], and critical infrastructure is vital in the digital economy 
[100]. Additional question emerges on data pollution [106], [108] and value in 
inheriting ‘out of date’ data [95], where machines and products store knowledge and 
create a virtual living representation in the network [109]. This is of a great value for 
SME’s as they can get access to existing knowledge.  
5 Applying the DSS Methodology Through Industrial Case Study 
Research 
The findings from the epistemological analysis with respect to criteria and outcomes are 
applied with a case study research and grounded theory for validation and evaluation of 
the DSS. The process is documented in this section on the outcomes of the evaluation 
process. The industrial case study research was designed to populate the scaffolding of 
the DSS methodology and to address the obstacles identified in the literature. 
Specifically, the juxtaposition of supply chain models and studies on IoT digital 
technologies, without the composition of a process for visualising supply chain cyber 
risk.  
This process is documented through applying the industrial case study research with 
focus on recording the outcomes of the evaluation process. The industrial case study 
research is performed on participants from four different cyber security Cisco Systems 
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centres in the USA and two Fujitsu centre in the UK (Artificial Intelligence Centre and 
Coelition I4.0). Cisco Systems and Fujitsu operate as IoT product and services 
providers for a diverse set of industries. The participating centres depend on multiple 
participants working as a continuum in the supply chain, which bring diverse cyber 
interests in the supply chains. The justification for choosing these enterprises for the 
industrial case study research, was to extract their expertise, know how, and 
experiences. This ensured the industrial case study design was rich and resourceful, 
enabling the process of building a decision support system for visualising supply chain 
cyber risk from IoT digital technology. 
5.1 DSS - industrial case study 
Case study research is applied for designing the DSS. The industrial case study 
instigates by requesting the participants to define an overall business objective as a 
vision that can be applied to the IoT concept. To clarify the idea behind the given 
vision, a series of open-ended interviews were performed. The pool of participants 
interviewed were proportionally representative of different levels of seniority. The 
initial participants were selected through convenience sampling. Only part of the 
interviews were predetermined in the initial selection and the rest were chosen based on 
the development of the industrial case study research. This process corresponds with 
existing literature [110]. The industrial case study involved series of 20 qualitative 
interviews, followed by 4 group discussions, two with experts from Cisco Systems in 
the USA; one with experts from Fujitsu centre for Artificial Intelligence the UK and 
second with Fujitsu Coelition (I4.0 centre) in the UK. The data collected was 
transcribed and categorised with aims to investigate the relationship between the notion 
of IoT and existing business and supply chain strategies. The aim of the analysis was to 
identify the ideas behind the statements and to relate IoT technologies to established 
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models for business and supply chain strategy design (see Figure 1).  
 
Figure 3: Categorising and relating the findings with established business and supply 
chain models 
This design process of categorising concepts demystified and clarified individual levels 
of supply chain cyber risk. This was achieved by visualising the individual levels of IoT 
digital technology integration. To deliver such design, the industrial case study research 
embodied a process of ideas and concepts conceived as an interrelated, interworking set 
of objectives that enable the development of systematic understanding of the supply 
chain cyber risk from IoT technology.  
Directive, conventional and summative analysis was applied to analyse and categorise 
the concepts emerging from the interviews. The Figure 3 outlines sample quotes 
illustrating the stated categories and subcategories relating the concept of IoT with the 
established models for business and supply chain development (in Figure 1). Following 
the grounded theory approach, the statements in Figure 3 were related to the categories 
in established models (in Figure 1). The process was built upon the open and categorical 
coding methodology to present the emerging technique of the DSS (Figure 4).  
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Figure 4: Design principles of the emerging DSS methodology 
The case study methodology was applied to design sets of generalised principles of the 
emerging DSS technique in Figure 4. The methodology diagram is presented along the 
technique diagram to present graphical analysis. The graphical analysis represents the 
step-by-step description of the relationship between the DSS methodology, build from 
decades of research on supply chain visibility, and the DSS emerging from the 
industrial case study. To build the DSS technique, open coding was applied to provide a 
reliable representation of the data [30], while categorical coding was applied to identify 
the profounder concepts in the data [31]. The process in Figure 3 and 4 followed the 
constructivist grounded theory methodology, to identify and relate the functional themes 
behind individual strategic themes, as described in the DSS methodology. From the 
findings in the epistemological analysis, the DSS technique is based on defining a 
strategic core, from where the strategic themes emerge as guiding principles. The 
strategic themes are supported by functional themes, representing imperative action 
points in the DSS roadmap.  
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Figure 5: DSS roadmap for visualising supply chain cyber risk  
The DSS as expressed (in Figure 5) represents categories of statement. These statements 
are related to populate the categories of the epistemological analysis and to design the 
DSS roadmap (Figure 6) with alternative data population. The roadmap represents a 
new DSS for visualising supply chain cyber risk from IoT digital technology. The DSS 
is designed from the scaffolding in the epistemological analysis. Supply chain visibility 
has been extensively covered in existing literature. The scaffolding utilises the 
knowledge of supply chain visibility, for visualising supply chain cyber risk from IoT 
digital technology in individual operations.  
The graphical analysis in Figure 6 and 7 represent the design process for building the 
complete DSS, required for visualising the cyber risk from IoT digital technology. To 
build the complete DSS, the industrial case study research collected the emerging 
concepts, and applied the grounded theory to categorise the concepts and populate the 
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remaining themes of the DSS methodology.   
 
Figure 6: Design process for building the complete DSS for visualising supply chain 
cyber risk 
The graphical analysis in Figure 6 represents the design process for building the 
complete DSS by integrating case study research with visualisation techniques from 
established supply chain models. The design process indicates the stages of 
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development of IoT technologies and enables visualising the cyber risk emerging from 
individual supply chain activities. The final stage of the DSS methodology is populated 
in Figure 7 with the operational themes segregated into subcategories of operational 
tasks. The operational themes are linked with emerging operational tasks. This process 
follows the design principles of the DSS methodology. The industrial case study and 
grounded theory are used solely to populate the areas, where case study methods are 
used to collect the qualitative data, and grounded theory to categorise the propounding 
concepts in the data.  
 
Figure 7: DSS design process for visualising and mitigating IoT cyber risks  
This DSS design process for cyber risk provides a graphical guidance with themes and 
subcategorised tasks for mitigating supply chain cyber risk from IoT digital technology. 
The DSS process enables practitioners to visualise and mitigate the strategic, functional 
University of Oxford 
 
17 
and operational cyber activities and provides a check map of operational abilities.  
While the IoT enabled supply chain adoption requires standardisation reference [1]–[4], 
the existing supply chain models lacked clarification on visualising cyber risk from IoT 
technologies. By comparing existing models with a case study research with industry 
participants, the final design of the DSS in Figure 7 demystifies this. The DSS design, 
clarifies the required digital capabilities and IoT digital technology in the operational 
levels of the digital supply chain design. The design process for visualising supply chain 
cyber risk from IoT digital technology, provides practitioners with a step-by-step 
guidance on how the DSS can be applied to other supply chains.  
In Figure 8, the entire DSS is simplified in one generic diagram. The generic diagram 
enables quick comparative analysis of the entire design process with the DSS 
methodology. This enables researchers and practitioners to compare the DSS, with the 
established supply chain models. The DSS design process is generic and could be 
applied by other companies and sectors. The generic DSS outlines a new approach for 
visualising cyber risk, in the process of supply chain integration with IoT digital 
technologies.  
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Figure 8: Generic DSS methodology for visualising supply chain cyber risk 
The DSS in Figure 8 pursued common terminology, approaches, and standards, while 
capturing the best practices for supply chains progression in the IoT digital technology. 
The findings can be applied as guidance for academics and practitioners in the process 
of integrating IoT technologies in business and supply chain strategies. 
6 Discussion and Main Findings 
To build the DSS, supply chains must be articulated with consideration of the cyber 
risks and the operational and digital capabilities for IoT technologies. When multiple 
parties are involved in the supply chain, the vision to integrate in IoT technologies must 
be perceived as integrated visions with the other parties, and must be correlated to the 
stated themes and categories. The DSS design enables the process of identifying the 
categories, activities, and operational tasks. Without identifying the cyber risks and the 
operational and digital capabilities for IoT technologies, it would be impossible to 
verify if the devised cyber supply chain is implementable. Which is crucial for 
capturing the essence of IoT cyber risk and ensuring that appropriate strategies are 
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devised for visualising the supply chain cyber risks. The following challenges and gaps 
have been identified in the study: 
6.1.1 Separation between supply chain models and the emergence of IoT digital 
technologies 
Current supply chain models are insufficient. Existing literature is predominated with a 
separation between supply chain models and the emergence of IoT digital technologies. 
In addition, very little research has been conducted on the topic of supply chains and the 
visibility of IoT cyber risk. Existing literature rather represents a juxtaposition of 
models and studies on IoT technologies. The DSS methodology is developed to 
organise supply chain models and derives with insights on adapting existing models to 
visualise supply chain cyber risk from IoT technologies.  
6.1.2 Barriers imposed to adoption of smart technologies 
Related literature reports on lack of digital capabilities in small and medium enterprises 
(SME’s) supply chains. The digital problems SME’s face are mainly caused by the 
barriers imposed to adoption of smart manufacturing technologies, e.g. cost of 
computing power, cost of implementation or analysis software. A quarter of SME’s in 
the UK do not even possess basic digital skills. A new transformational technique is 
designed for offsetting the effect of such barriers. 
6.1.3 Cyber risk from shared supply chains 
The IoT technologies expose new types of cyber risk from shared supply chains 
infrastructure. There is a disturbing lack of cyber risk management in many supply 
chain IoT technologies, the focus being on the technology and its interconnection rather 
than supply chain system integrity. A new decision support system is designed, with a 
step-by-step roadmap and hands-on recommendations targeted specifically for SME’s 
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practitioners. This is presented as a DSS roadmap for visualising supply chain cyber 
risk from IoT digital technology. 
6.1.4 Clarification of cyber challenges 
Existing digital architectures lack clarification on individual levels of the strategic, 
functional and operational cyber challenges from IoT digital technologies. IoT 
technologies on the other hand are focusing more on the technical capabilities, 
disjointed from the cyber challenges. The DSS methodology is enhanced with generic 
supply chain integration design that enables the composition and decomposition of 
cyber activities in individual supply chain levels.  
6.1.5 Discussion on cyber risks at IoT enabled solution for supply chain 
The IoT technology enables the real-time feedback from users and markets. Such 
technology requires strong information security for data in transit. In addition, access 
control is required for granting or denying requests for information and processing 
services. Life cycle process is needed for updating the list of assets that are added to the 
network across multiple time-scales. Digital supply chains should also counteract 
components modified to enable a disruption. This could be supported by standardisation 
of design and process in the digital supply chain, but such system security is complex 
and risk assessing IoT systems is still a key problem. The reason for this is that the 
SME’s digital cyber supply chain networks need to be: secure, vigilant, resilient and 
fully integrated in the businesses and cyber strategy, constituting the entire system at 
runtime. Therefore, the SME’s digital supply chains need to encompass the security and 
privacy along with electronic and physical security of real-time data. 
7 Conclusion 
The findings of this study emerge from the balance between theoretical and technical 
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contributions and are presented in the form of a DSS methodology. The methodology 
enables supply chain practitioners to understand, visualise, evaluate and mitigate the 
emerging cyber risks from the evolution of supply chain legacy systems into digital 
supply chain systems integrated with IoT technologies. The DSS methodology is 
derived from applying constructivist grounded theory methodology to the wealth of 
existing supply chain literature, to devise a methodology for evaluating the cyber risk 
from the increasing developments of IoT digital supply chains. A new DSS in this 
article is grounded on the epistemological analysis that represents a generic roadmap for 
the segments of cyber risks in supply chains, which have until now been overlooked. 
The DSS confirmed that integrating IoT technologies results with an inherent cyber risk 
and the cyber risk can be visualised through evaluating the cyber operational 
capabilities. This differentiates the understanding from existing methods for 
investigating supply chains and cyber risks on a stand-alone basis. The DSS 
methodology facilitated the redefining of the existing understanding on the relationships 
between IoT cyber risk and supply chain models. Existing methods discussed in the 
literature review, proposed a formulation of supply chains without the visualisation of 
IoT cyber risk. Such supply chain architecture would require accomplishment of cyber 
action objectives through the operational cyber activities. Setting up cyber action 
objectives without visualising and considering the digital capabilities, expertise and 
know-how, will inevitably result with a supply chain that contains desired but 
unrealistic cyber security or recovery planning.  
At a higher analytical level, this article focused on developing a decision support system 
to provide guidance for academics and practitioners in visualising supply chain cyber 
risk from IoT digital technology. To design the decision support system, a case study 
research was conducted in combination with constructivist grounded theory 
methodology. The industrial case study research pursued a mutually exclusive 
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viewpoint on a composition of IoT enabled supply chains and the visibility of cyber 
risk. The verification of the decision support system is conducted through interviews 
and workshops with experts from Cisco and Fujitsu in the field of supply chain and IoT 
digital technology. The industrial case study is also informed by the sustained 
engagement of the UK EPSRC IoT Research Hub ‘PETRAS’ 
(https://www.petrashub.org) with a broad set of user partners for a wide range of private 
sectors, government agencies, and charities at international scale. 
7.1 Limitations and further research 
The paper focuses on introducing the well-known generic information security 
management processes, while considering the peculiarities of the IoT ecosystem in the 
DSS design process. The DSS model in this study has only been applied on a limited 
number of known cyber risk. Different supply chains could require adjusting the model 
input, which could contain other types of cyber risks. Further research is needed to 
apply, test and validate the model for other types of cyber risks e.g. IoT services and 
third-party software in making further analysis that demonstrates the associated risks. 
The proposed DSS is verified through interviews, an approach that needs to be further 
examined and verified with regards to the results the DSS provides. Finally, since the 
legacy supply chain systems literature in the first few sections of the paper stems from 
the plethora of papers being referenced and the literature on IoT digital supply chains is 
very limited, the balance between theoretical and technical comparison on this subject 
in literature lack cohesion. Therefore, the proposed methodology addresses the well-
known generic IoT cyber risks and represents the first attempt that needs to be further 
developed by researchers in this field. 
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